EHS DATA ARCHITECTURE

Connecting Al to safety
databases?

Prompts cannot secure
data that already left.

Why Model Context Protocol (MCP) shifts safety controls from fragile

prompt instructions to deterministic connector boundaries.
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THE CORE FAILURE MODE

Text instructions are
administrative hopes.

Telling an Al "do not reveal confidential medical notes" only controls what
gets printed back on the screen. The raw record has already crossed your
network perimeter into the model's context.

PROMPT INSTRUCTION CONNECTOR FILTER (ENGINEERING)
(ADMINISTRATIVE)

. ) . Stripping medical notes and
Directing the Al to withhold

] ) o personal IDs at the endpoint before
confidential records after retrieving

. transport occurs.
them into the prompt.

If data reaches the model context, the boundary has already
failed.
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MCP CAPABILITIES

Not all Al connections carry
equal risk.

Model Context Protocol standardizes how Al hosts connect to databases
across three distinct primitives:

Read-only static context (site maps, SOPs, SDS
RESOURCES ) ]
sheets). Low operational risk.
Pre-configured workflow templates (e.g., standard
PROMPTS o )
incident intake prompts).
TO0LS Executable functions (database queries, record
mutations, state updates). High risk.

Resources and prompts inform the AI. Tools grant it
operational power.
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OPERATIONAL CONTROLS

Withholding write tools is an
engineering control.

An Al that reads data and errs produces a bad draft a person catches. An Al

that writes produces corrupt regulatory records that look official.

PHASE 1 - READ-ONLY PILOT PHASE 2 - WRITE CAPABILITIES
Pull prior incident context Automated status closing

Query maintenance work orders Direct incident log mutation

Audit LMS training compliance Permit-to-Work sign-off

Write access must be earned tool-by-tool under strict human

approval.
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ARCHITECTURE REQUIREMENTS

Five rules that govern the
connector.

01  Read-only by default. Provide broad query tools; block all write paths
during initial deployment.

02  User-scoped filtering. Enforce the logged-in user's role-based database

permissions on every query.

03  Local aggregation. Compute counts and metrics inside the database;

return summaries, not 1,000 raw records.

04 Rate limits & replicas. Route heavy historical queries to read replicas to
prevent locking operational tables.

05  Full query logging. Record user ID, tool called, and returned payload for
regulatory defensibility.
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PILOT CONFIGURATION

The MCP security matrix

handed to IT.

VENDOR TOOL TYPE
search_incidents Read
get_metrics Read
historical_scan Read
update_status Write

USER SCOPE

EHS Users

EHS Users

EHS Users

Disabled

ENFORCEMENT RULE

Role-scoped; strips medical
data

Database aggregates;
returns totals

Routed to read replica; rate-
limited

Blocked at connector layer

Configure the schema boundary before anyone runs their

first prompt.
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THE PERMISSION TRAP

Fast setup exposes
unaudited access.

Vendors advertise 1-minute setup that inherits existing login permissions.
But enterprise safety databases accumulate stale access privileges over

years.
THE VENDOR PITCH THE OPERATIONAL REALITY
"Zero-IT configuration! The Al Unrevoked legacy permissions
automatically inherits what the user expose medical notes and restricted
is allowed to see." logs to the Al chat.

An AI interface over an unaudited database is an active

data breach.
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SECURITY BOUNDARIES

Free text can carry hidden
instructions.

When an Al scans unstructured incident narratives, malicious or unvetted

text can attempt to hijack model execution:

// Unfiltered text payload inside incident description:

description: "Worker slipped.
// Hard connector defense:

Server enforces role parameters - Payload never fetched

Prompt injections cannot bypass what the database server
refuses to return.
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PRE-FLIGHT AUDIT

Six questions before
connecting live data.

01 Tool inventory. Can the vendor list every tool and prove
which ones write to the database?

02 Data redacting. Does the connector strip medical notes and
personal IDs before transport?

03 Direct source tracing. Can every claim be verified against an
immutable source record ID?

04

Database permission audit. Have user access tables been
verified in the last 90 days?
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If no -

Block
deployment

If no -

Configure
filters

If yes -

Approve
pilot

If no -

Audit
permissions
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THE VERDICT

The protocol is open.
Security is yours.

Model Context Protocol eliminates custom integration debt by
standardizing how Al systems query databases. It replaces fragile custom

bridges with standard connectors.

An open protocol does not secure your records. Role-scoped permissions,
strict tool schemas, and endpoint-level filters are product decisions you

must enforce before live deployment.

The connection is the control. Build the engineering

boundary first.

serhat.bio/insights/model-context-protocol-for-ehs
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